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This study is designed to answer the following questions: Which type of privacy policy 
increases the willingness of users to share personal data to a commercial web site the 
most - a third-party-validated privacy seal, or an internal company privacy policy? Does 
the existence of a privacy policy significantly increase a user’s willingness to share 
personal types of information? What types of personal information are users more willing 
to share? 
 
Three web sites were created for this study; all three were based on a fictitious company. 
Users’ willingness to provide information was measured with online survey questions 
displayed in a frame adjacent the web site. 
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Total online sales for the United States last year were estimated by the Commerce 
Department to be $32.6 billion, an increase of 19.3 percent from 2000.1 According to the 
International Data Corporation, worldwide e-commerce spending grew 68 percent 
between 2000 and 2001, reaching more than $600 billion in 2001. The IDC also expects 
e-commerce spending to pass the $1 trillion mark in 2002.2 
Many businesses have realized the commercial potential of the Internet and online 
advertising revenue is growing accordingly. The Internet has made it easier to collect, 
store, organize, manipulate, and disseminate information, not only for users, but about 
users. The information can be collected in a variety of ways, with or without the users’ 
knowledge, and can then be bought and sold by other companies for a variety of 
purposes. Large quantities of data can be traded in an instant. 
Web sites can collect personal information through registration pages, order 
forms, surveys and contests. They can also collect data by following a consumer’s online 
activities through cookies and other types of tracking software. Personal preferences, 
purchasing habits, and personal activities can be captured and analyzed by merchants 
who hope to tailor products and services. Companies can also create a profit by selling 
advertisement space on their web sites to businesses looking for targeted consumers. 
The online world has added a completely new dimension to a long-standing 
debate over personal privacy. Because personal information has become an increasingly 
valued commodity that is attained, stored, purchased, and sold in new ways, the Internet 
Introduction 
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creates challenges to our traditional methods of implementing policy and regulating 
activities. Data privacy is one of the most controversial and pressing issues for United 
States electronic commerce.  
Roger Clarke, a consultant specializing in electronic commerce, information 
infrastructure, data surveillance and information privacy (who, from 1984 until 1995, 
held an appointment as a senior Information Systems Academic at the Australian 
National University), analyzes and separates privacy into several categories. He sees 
privacy as having multiple dimensions including privacy of the physical person, privacy 
of behavior, privacy of communications, and privacy of personal information, or data.3 
He states that, in general, individuals strongly feel that data about themselves should not 
be automatically available to other individuals and organizations, and that when data are 
collected, an individual must be able to retain some control over the data and its use.  
Many consumers do not feel comfortable sharing personal data on web sites. In 
fact, according to a Forrester Research study, North American consumers would have 
spent $12 billion more online in 1999 if they had not harbored reservations about privacy 
issues.4 A separate report released by the UCLA Center for Communication Policy also 
found that Internet users feel uneasy about online privacy. 5 
To some extent, individuals can take certain actions to ensure their privacy and 
information security. Actions such as disabling cookies, installing encryption or filtering 
software, creating multiple identitie s, and providing marketers with misinformation are 
all partial solutions. Should the responsibility, however, lie completely upon the 
shoulders of the individual?  
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Many believe that more rigorous privacy standards would ease consumer privacy 
concerns, and in turn, would enhance Internet consumer confidence. These standards may 
help to increase electric commerce transactions, and assure continued growth in a 
relatively new marketplace. Because of this, many organizations and businesses, as well 
as consumers, are attempting to address privacy - either by means of effective self-
regulation or by enacting legislation. 
According to the Federal Trade Commission’s 1999 Report to Congress, “self –
regulation is the least intrusive and most efficient means to ensure fair information 
practices, given the rapidly evolving nature of the Internet and computer technology.”6 A 
promising development in the private sector’s efforts toward self-regulation is the 
creation of online seal programs. 
Some web sites are participants of TRUSTe or BBBOnLine®. These are third-
party seal programs that review the privacy policies and practices of their participants. 
Participants of either program must meet and maintain a minimum standard of privacy 
protection before they are allowed to display a seal. The web seal programs attempt to 
assure consumers that their personal and transactional information is going to be kept 
confidential and secure. These programs also monitor adherence to a displayed privacy 
policy. 
A privacy policy covers a company’s treatment of personally identifiable 
information that is collected when a user is on that company’s site and using their 
services. This policy also covers the company’s treatment of any personally identifiable 
information that is shared with business partners or that is collected on a business 
partner's site. 
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Not all web sites are monitored by third-party validating organizations, or online 
seal programs. In fact, in a recent study noted by the Federal Trade Commission, only 
about 8% from a random sample of web sites displayed a privacy seal. 7 Some online 
businesses have chosen to display internal, company privacy policies.  
An internal company privacy policy outlines a company’s personal information 
handling practices. If a user provides personal information to a web site, it is expected 
that the company will treat it according to this policy. There is, however, no organization 
directly monitoring adherence to these policies. 
Despite the fact that privacy policy standards and privacy policies, in general, 
seem to be receiving so much attention, some web sites still do not disclose any type of 
privacy policy. 8 Does this decrease a user’s willingness to provide data to that web site? 
The study I have conducted is designed to answer the following questions: Which 
type of privacy policy increases the willingness of users to share personal data to a 
commercial web site the most - a third-party-validated privacy seal, or an internal 
company privacy policy? Does the existence of a privacy policy significantly increase a 
user’s willingness to share personal types of information? What types of personal 
information are users more willing to share? 
In hopes of measuring online behavior rather than merely attitudes and opinions, 
participants were shown three simulated web sites. The web sites were similar in layout 
and content. The existence or type of privacy policy varied. Users were surveyed online 
and asked to rate their willingness to share information with each web site. 
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Although privacy has been somewhat compromised for many years by traditional 
businesses, concerns about electronic security and privacy have increased due to 
technological innovations. Many Internet users have displayed concerned attitudes 
toward electronic privacy. Public opinion polls show that many United States citizens are 
not using the Internet to purchase goods and services due to the fear that the information 
they provide will be misused.9 These fears have provided e-businesses with strong 
incentives to address privacy concerns.  
Traditionally, United States electronic commerce web sites collect personal data 
with “opt-out” options. This means that sites are not required to inform users that 
personal data have been collected or how data will be used. It is the responsibility of the 
user to find out that this information has been collected and “opt-out”, or attempt to 
remove themselves and their information from marking lists. 
In contrast, the European Union has enacted “opt-in” laws for web sites. In 1995, 
the European Union Directive on Data Protection, also known as the European Privacy 
Directive, was passed. This Directive went into effect on October 25, 1998.10 It protects 
all personal data and allows collection for specific purposes. It does not, however, allow 
further processing. It also prohibits the transfer of this personal data (any information 
relating to an identifiable person) to other countries that lack “adequate” protection of 
privacy. 
 Under the European Union Privacy Directive, the controller of this personal data 
must inform the individual of the specific purposed use of the recorded information. 
Subjects are guaranteed access to this information, and records must contain accurate and 
updated information. If data are collected for one purpose, and later used for another, the 
Literature Review 
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subject must be notified and specifically be given an opportunity to decline authorization 
of the next data use.11 The processing of sensitive personal data, such as religion, 
ethnicity, race, sexual orientation, medical and health information, and political beliefs is 
limited even more.12 Under the standards established by the European Privacy Directive, 
many routine information practices in the U.S. do not provide “adequate” protection. 13 
  The business sector in the United States, spurred by the European Privacy 
Directive and the need to participate in an increasingly global electronic market, has been 
sensitized to the privacy issue. Some companies have improved self-regulation, and some 
are more supportive of federal legislation.  
 The U.S. government, however, has historically been passive in setting security 
and privacy standards for web sites. In lieu of enforced privacy laws, the government 
currently encourages self- regulatory programs addressing online privacy concerns and 
third-party validators.  
The federal government has engaged in a wide range of privacy initiatives 
throughout the years. In 1977, the Principles of Fair Information Practices were 
developed. These were agreed upon by the U.S. government, other countries’ 
governments, privacy experts and industry groups. The Principles are intended to 
promote individuals' control over their personal information, limit data collection, and 
place certain responsibilities on data collectors. These Principles are the focus of current 
data protection and online privacy views, laws and policies. 14 
A 1998 report issued by the Federal Trade Commission summarized the core 
principals: Notice/Awareness; Choice/Consent; Access/Participation; Integrity/Security; 
and Enforcement/Redress.15 Since then, the Commission has held numerous hearings and 
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workshops, and has issued a number of surveys, studies and reports about adherence to 
these principals.16  
The 1999 Report to Congress, “Self Regulation and Privacy Online”, 
recommended that industry self-regulation efforts should be allowed to continue.17 It also 
commended seal programs as a means to achieve acceptable self- regulation. It labeled 
programs such as TRUSTe and BBBOnLine as “encouraging developments in the private 
sector’s efforts toward self- regulation.”18 
According to the Internet Law Journal, the web seal concept originated from a 
lecture on trust at EDventure's PC Forum in March of 1996. At the conclusion of the 
lecture, two attendees, Lori Fena of the Electronic Frontier Foundation and Charles 
Jennings of Portland Software, were introduced. They shared a vision of branded symbols 
of trust on the Internet. They met regularly over the next few months with other e-
commerce vanguards and created the TRUSTe online seal program. 19 
TRUSTe is a nonprofit program. It allows web sites to display its trustmark seal if 
they have met TRUSTe’s privacy standards. Before TRUSTe issues the trustmark to a 
web site, it must evaluate the site’s privacy policy, and approve that statement. In 
addition, TRUSTe must also receive a signed license agreement, self-assessment 
document, and a payment of an annual license fee from the site.20  
Web sites that display the TRUSTe seal must openly agree to disclose how they 
gather and disseminate information. The web sites must let their users at least request that 
their personal information not be used by third parties, must implement reasonable 
security measures, and must provide a mechanism for consumers to correct any errors in 
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their personal information. 21 Today, TRUSTe maintains the largest privacy seal program 
with nearly 2,000 Web sites certified throughout the world.22 
In addition to the web seal, TRUSTe also issues a EU Safe Harbor Seal Program. 
This attempts to support U.S. businesses dealing with the European Union, since 
complying with the safe harbor rules meets the European Union's requirements for 
adequate privacy protection. 
BBBOnline is a subsidiary of the Counsel of the Better Business Bureaus. This 
seal program was created in March of 1999. BBBOnline offers both Reliability and 
Privacy seals. The Reliability Program offers a means of “distinguishing reliable websites 
and online services while promoting consumer trust and confidence online.”23 Participant 
of this program must adhere to the BBB Code of Online Business Practices.  
The Privacy Program of BBBOnline, a more stringent standard, features privacy 
verification, monitoring and review, consumer dispute resolution, enforcement 
mechanism and educational components. Currently, 11,151 websites are enrolled in the 
Reliability Seal Program and 760 websites are enrolled in the more stringent Privacy Seal 
Program. 24   
Several other web seal programs are under development including Privacy Bot,25 
CPA WebTrust,26 and the BetterWeb Program developed by PricewaterhouseCoopers.27 
In addition, many other sector-specific seals are initiating self-regulatory programs which 
adhere to standards similar to the Principles of Fair Information Practices. Many critics, 
however, do not believe that effective self- regulation is possible. Many cite the 
Toysmart.com case of 2000 as a failed attempt at self-regulation. 
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Toysmart was a popular Web site that marketed and sold children's toys over the 
Internet. Through its Web site, Toysmart collected detailed personal information about its 
customers including name, address, billing information, shopping preferences, and family 
profiles. This information also included the names and birth dates of children. 28  
Toysmart posted a privacy policy that stated that information collected from 
customers would never be shared with third parties. When it ran into financial 
difficulties, however, it attempted to sell all of its assets, including its detailed customer 
databases. 
Toysmart.com declared that its customer lists were business assets and therefore it 
claimed the right to sell these lists to a qualified buyer that would be a successor- in-
interest to the customer information. Toysmart.com had displayed a TRUSTe privacy 
seal on its web site. 
The company was sued by the Federal Trade Commission for the violation of its 
own privacy policy. On July 21, 2000, a settlement was announced prohibiting the sale of 
Toysmart.com's customer lists except under extremely restricted circumstances.29 This 
case, however, continues to be sited by critics who dismiss web seals as a “public 
relations gesture from an industry worried about the government regulation of privacy”. 30 
During the Toysmart.com case, the Federal Trade Commission issued its annual 
Report to Congress, entitled, “Privacy Online: Fair Information Practices in the 
Electronic Marketplace.” This report was a complete reversal of the self- regulation 
optimism of the 1999 Report.31 
The FTC’s 2000 Report sited studies such as the Georgetown Internet Privacy 
Policy Survey, which reported that only 10% of web sites surveyed in 2000 disclosed 
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privacy policies that even touched on the four main Fair Information Practice Principles 
(Notice, Choice, Access, and Security). This study also reported that of the random sites 
sampled, only 8% displayed a privacy seal.32 In response to this, the Commission 
recommended that Congress enact legislation to ensure adequate protection of online 
consumers.  
As a result, seven bills concerned with online privacy were proposed on Capitol 
Hill in 2000. A few of the bills introduced are as follows: the Online Privacy Protection 
Act, which would have allowed consumers to access their personal data; the Internet 
Integrity and Critical Infrastructure Protection Act, which would have made unauthorized 
action to personal data a crime;33 and S.R. 2928, proposed by Senator John McCain, 
which would have required web sites to alert consumers when personal data was being 
collected.34 
This push toward government legislation came to a halt in October of 2001, with 
a speech given by the current Federal Trade Commission Chairman, Timothy Muris. In 
this speech, Muris stated that new legislation was not needed in order to give consumers 
greater control over their personal online data. Instead, the commission would focus on 
existing laws and would increase the resources dedicated to privacy protection. This 
speech, quite contradictory of the 2000 Report, was a stance taken by a new Commission 
Chairman (Robert Pitofsky, appointed by the Clinton administration was the 
Commissioner in 2000). The stance was also taken a few weeks after the September 11 
attacks, against the background of the war on terror.35  
Due to the position of the FTC and the current global climate, experts believe that 
it is doubtful any privacy bill will be able to clear Congress. With privacy legislation 
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unlikely, consumers are left with self-regulation measures such as online web seals. This 
increases the importance of the following question: Which type of privacy policy 
increases the willingness of users to share personal data to a commercial web site the 
most - a third-party-validated privacy seal, or an internal company privacy policy? 
Wouldn’t the existence of a third-party validating seal increase users’ willingness to 
provide data the most? 
Web seal programs are not the only answer to self-regulation. Other self-
regulation communities and groups exist, in addition to web seal programs. One such 
group is the CPSR, which recommend self-regulation policies. The CPSR is a public-
interest alliance of computer scientists and others concerned about the impact of 
computer technology on society. As technical experts, CPSR members provide the public 
and policymakers with realistic assessments of the power, promise, and limitations of 
computer technology.  
The CPSR’s Electronic Privacy Guidelines state basic principals, which, if 
adhered to provide the basis or beginning of a general Internet privacy policy. Other 
computer policy recommendations exist such as the Online Privacy Guidelines of the 
Online Privacy Alliance, the WWW Consortium’s Platform for Privacy Preferences, and 
the OECD’s Guidelines. 
If all of these various groups, standards, programs, and attempts at legislation are 
a reflection of consumer attitudes, it would seem that United States consumers are quite 
concerned about personal privacy and privacy of online data. How concerned are online 
consumers? Does the existence of a privacy policy significantly increase a user's 
willingness to share personal types of information? 
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Several traditional surveys have attempted to describe consumer attitudes toward 
online privacy and essentially assess the efficacy of online privacy and industry self-
regulation. A nationwide survey by Hanrick Associates explored the impact of online 
privacy policies on consumer’s purchasing behavior.36 This survey was conducted in May 
of 2001 with some follow-up after September 11, 2001.  
“Because trust in companies is low, the survey reveals that having a company’s 
privacy practices verified by a third party would lead more than 9 in 10 consumers (91%) 
to say they would do more business with such a firm. More than half of consumers (58%) 
say that if they were confident that a company -- whether offline or online – really 
followed its privacy policies, they would be likely to recommend that company to friends 
and family.”37 
This survey reported some interesting statistics. It noted that of the 350 responses 
received, 51% believe that a privacy policy that provides consent or choice is extremely 
important in establishing web site trust. More than 90% indicated that a clear and explicit 
statement of privacy policy was important to increase their confidence. The group also 
appeared to be very uncomfortable with the B2B sharing of their personal data. 74% of 
the Hanrick survey’s respondents strongly disagreed that companies should be allowed to 
share personal information with business partners.38  
Though these data are interesting, a purely survey approach to privacy research 
can be misleading. As James Wilson states in his research, survey data tends to address, 
“only expressed attitudes and opinions.”39 This type of data does not necessarily provide 
insight into actual behavior. Wilson believes that privacy studies based on “revealed 
preference data” would strengthen the existing research. 40 
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This study attempts to reveal behavior patterns through web site simulation. 
Although server logs of e-commerce sites were not analyzed for this study, online 
behaviors such as clicking on a web site’s privacy policy before deciding to submit 
personal information were observed. 
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Three web sites were created for this study. The content of the web sites, 
healthcare products, remained constant. The general layout, organizational theme, 
information, and types of links and advertisements also remained constant. The type of 
privacy policy, or existence of a privacy policy varied.  All three were based on a 
fictitious company. 
The first web site was created with a link on the point-of-purchase page to an 
internal company privacy policy. The second web site displayed a link in the same 
location to a similar privacy policy, this time with the TRUSTe web seal. The third web 
site, the experimental design control, did not display a link to a privacy policy. 
The policies were created by the OECD Privacy Policy Statement Generator. The 
Generator, which has been endorsed by 29 member countries, aims to offer guidance with 
compliance to the OECD’s Guidelines in order to help organizations develop privacy 
policies and statements for display on their web sites. 41 
The Generator makes use of a questionnaire in order to define personal data 
practices. A “Help Section” provides explanatory notes and practical guidance. Warning 
flags appear where appropriate. Answers are then fed into a pre-formatted draft policy 
statement. The OECD does not, however, guarantee that such a draft privacy policy 
statement meets applicable legal or self- regulatory requirements. 
Both web site privacy policies were identical in content, with the exception of the 
TRUSTe web seal. The content included: 
· Providing Visitors with Anonymous Access  
· The services and links of the Web site  
Methodology 
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· Automatic Collection of Information  
· Data Collection and Purpose Specification  
· Children's Privacy  
· Disclosure and Visitor Choice  
· Confidentiality / Security  
· Access to the personal data held  
· Privacy Compliance  
· Privacy Support  
· Tables of personal data collected and purposes for which they are used  
 
Appendix A shows the privacy policies in their entirety. 
Willingness to provide information was measured with online survey questions 
displayed in a frame adjacent the web site. The questions displayed in each web site are 
as follows: 
· I would provide my legal name, address, phone number and e-mail address to this 
web site.  
· I would provide my credit card number to this web site. 
· I would provide my financ ial information (annual salary) to this web site. 
· I would provide my medical information to this web site. 
 
A Lickert scale of ordinal data was used to measure responses to these questions: 
Strongly Agree, Agree, Neutral, Disagree, or Strongly Disagree. 
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 Each participant visited all of the three web sites. At each web site, the questions 
above were asked, and submitted electronically through an HTML form. A final form of 
classification survey questions was displayed after the participants had finished viewing 
the web sites. The surveys questions are included in Appendix B. 
 The HTML form electronically submitted the answers, which were sent directly to 
my private, secured e-mail account. Since there was a total of four surveys, an identifying 
question was asked, “What is the second letter of your middle name?” in order to keep all 
four surveys correlated. The type of privacy policy viewed was also included with the 
answers I received. 
 The sample selected was random. A recruitment e-mail was sent out to several list 
serves: the University of North Carolina’s Davis Library Reference Department list serve, 
the Office of Scholarships and Financial Aid at the University of North Carolina at 
Chapel Hill office list serve, a customer e-mail list from Flying Buffalo, Inc.42 gaming 
company, and a student list at the School of Information and Library Science at the 
University of North Carolina at Chapel Hill. The recruitment e-mail was also sent to a list 
of family and friends.  
 The recruitment e-mail, Appendix C, explained the nature of the survey and 
included a link to a web version of the survey cover letter. This letter explained 
confidentiality and the benefits of the survey. It included contact information for 
questions or concerns that participants may have had. This letter is included in Appendix 
C.   
 In order to vary the order in which participants viewed the three web sites, 
participants were asked to choose one of three links, according to the first letter of their 
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first name. Each link took participants to an identical set of pages, each arranged in a 
different order. 
The first link, identified as A-H, allowed the participant to view the web sites in 
the following order: internal company privacy policy, third-party validated privacy policy 
(TRUSTe web seal), and no privacy policy. I-R viewed the sites as: third-party validating 
seal, no privacy policy, and internal company privacy policy. Finally, S-Z viewed the 
web sites as: no privacy policy, internal company privacy policy, and then third-party 
validating seal. The viewing order of the web sites was varied in order to negate the 
effects of ordering on participants’ responses. 
 The structure of the web survey was arranged in frames while viewing the 
simulated e-commerce web sites. A top frame displayed instructions for the participant 
and included a link to the next experimental web site. The right bottom frame displayed 
the simulated e-commerce web site. The left bottom frame, 25% of the browser width, 
displayed the survey questions. After the participant viewed each of the three web sites 
and submitted survey questions at each site, the participant was given a link to a full page 
of 12 classifications. After this web form survey was submitted, a final “Thank You” 
page was displayed indicating the conclusion of the survey. 
 Upon completion of the survey, April 5, 2002, the results were entered into the 
SPSS statistical software package. Using this package, I was able to calculate descriptive 
as well as inferential statistics. 
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78 completed surveys were returned. Of the respondents, 41 were male and 37 
were female. 76 reside within the United States, while two reside in the European Union. 
51.3% of the subjects were 18 to 34 years old, while 48.7 were 35 and older. 83% had a 
college education or an advanced degree. 52.5% reportedly purchased online 7 or more 
times in the last 12 months. The following tables report some of these survey frequencies. 
For complete survey frequencies, see Appendix E. 
Are you male or female?
41 52.6 52.6 52.6
37 47.4 47.4 100.0
78 100.0 100.0
male
female
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Where do you reside?
76 97.4 97.4 97.4
2 2.6 2.6 100.0
78 100.0 100.0
United States
European Union
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Which group best describes your age?
8 10.3 10.3 10.3
32 41.0 41.0 51.3
15 19.2 19.2 70.5
17 21.8 21.8 92.3
6 7.7 7.7 100.0
78 100.0 100.0
18 to 24
25 to 34
35 to 44
45 to 54
55 to 64
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
One of the most interesting descriptive statistics recorded was the reported 
frequency that users read privacy policies. Only 26.9% read privacy policies at least 
“frequently” and 43.6% read online privacy policies “rarely” or “never”. 
Results 
 Table 1: Gender 
 Table 2: Residence 
   Table 3: Age 
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When using the Internet, how often do you read Internet Web site privacy
policies?
6 7.7 7.7 7.7
15 19.2 19.2 26.9
23 29.5 29.5 56.4
25 32.1 32.1 88.5
9 11.5 11.5 100.0
78 100.0 100.0
Always
Frequently
Sometimes
Rarely
Never
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Despite the low number of users who read privacy policies, 83.4% claimed to 
agree or strongly agree with the statement, “I consider myself to be a private person.” 
I consider myself to be a private person.
19 24.4 24.4 24.4
46 59.0 59.0 83.3
11 14.1 14.1 97.4
2 2.6 2.6 100.0
78 100.0 100.0
Strongly Agree
Agree
Neutral
Disagree
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
 In order to calculate inferential statistics, a few new variables were created from 
reported data. The first derivative variable was an “unwillingness to provide information” 
variable. This was derived by direct addition from survey questions that directly 
measured participants’ willingness to provide personal data (name, address, e-mail 
address, and phone number), willingness to provide financial data (salary information), 
willingness to provide credit card number to site, and willingness to provide medical 
information.  
As mentioned before, a Lickert scale was used. Participants’ responses ranged 
from “strongly agree”, “agree”, “neutral”, disagree”, to “strongly disagree”. This 
information was entered into the SPSS statistical software package on a scale from 0 to 4, 
Table 4: Reading Privacy Policies 
Table 5: Private
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with 0 being “strongly agree” and 4 being “strongly disagree”. For reporting purposes, 
measurements taken to determine willingness to provide information will be discussed as 
a measure of unwillingness to remain consistent with the increase in scaleable numbers.     
Unwillingness to provide information was derived for each web site (no privacy 
policy, internal company privacy policy, and web seal validated privacy policy).  
 
Graph 1: Calculated Unwillingness to Provide Information to Site with No Privacy Policy 
3.602.802.001.20.40
40
30
20
10
0
Std. Dev = .81  
Mean = 3.11
N = 76.00
25
36
11
3
 
 This histogram shows a mean of 3.11 for calculated unwillingness to provide 
information to a web site with no privacy policy. This can be compared to a mean of 2.69 
for unwillingness at a web site with an internal company privacy policy (graph 2) and a 
mean of 2.54 for a web seal validated web site (graph 3). 
 
 
 
 
 
Scale of 0 to 4 
 
0 = most willing  
4 = most unwilling 
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Graph 2: Calculated Unwillingness to Provide Information to Site with Internal Company Policy 
3.602.802.001.20.40
40
30
20
10
0
Std. Dev = .90  
Mean = 2.69
N = 75.00
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20
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Graph 3: Calculated Unwillingness to Provide Information to Site with Web Seal Validated Policy 
3.602.802.001.20.40
40
30
20
10
0
Std. Dev = .92  
Mean = 2.54
N = 78.00
13
33
17
13
2
 
When comparing the means, a decrease in unwillingness can be observed from no 
privacy policy to internal company privacy policy. A fur ther decrease can be observed 
from no privacy policy to web seal validated privacy policy. This would seem to indicate 
that people are most willing to provide information to a web site with a web seal, or third 
party validated privacy seal. 
Scale of 0 to 4 
 
0 = most willing,  
4 = most unwilling. 
Scale of 0 to 4 
  
0 = most willing  
4 = most unwilling 
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The means as shown in the histograms seem to indicate a decreased unwillingness 
to provide information.  This is supported by the Chi-square statistic, which was 
significant at the p < 0.001 alpha level. 
Chi-square is a non-parametric test of statistical significance for bivariate tabular 
analysis. It is an approximate test of the probability of getting the frequencies you've 
actually observed if the null hypothesis were true. It tests whether two variables can be 
considered statistically independent.  
In calculating the chi-square test, the observed frequency in each cell is compared 
to the frequency which would be expected if the row and column classifications were 
independent. If the calculated statistic is large (i.e., if its P value is less than a 
predetermined significance level such as .05), then the null hypothesis of independence 
must be rejected. 
The Asymptotic Significance values below in table 6, and 7 (.000) both show 
significance since the value is less than 0.05. 
 
Chi-Square Test: Internal Company Privacy Policy Compared
to No Privacy Policy
249.416 156 .000
73
Pearson Chi-Square
N of Valid Cases
Value df
Asymp. Sig.
(2-sided)
 
 
Chi-Square Test: Web Seal Validated Privacy Policy
Compared to No Privacy Policy
248.393 168 .000
76
Pearson Chi-Square
N of Valid Cases
Value df
Asymp. Sig.
(2-sided)
 
 
Table 6: 
Table 7: 
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  In order to determine the type of information people were most unwilling to 
provide, four new variables were created: an unwillingness to provide personal data 
(name, address, e-mail address, and telephone number), an unwillingness to provide 
financial information (salary information), and unwillingness to provide credit card 
number, and an unwillingness to provide medical information. The results are shown 
below. 
Statistics: Combined Unwillingness to Provide Information to All Web
Sites Organized by Type of Information
78 2.2051 1.05029
77 2.8658 .89876
74 3.1126 .92369
78 2.9573 .96154
73
Personal Data
Credit Card Number
Financial (Salary) Information
Medical Information
Valid N (listwise)
N Mean Std. Deviation
 
 
Subjects of this study were most unwilling to provide financial information, 
followed closely by medical information. People were most willing to provide personal 
data. 
 A “private person” variable was also derived in order to measure a relationship 
between self-reported value of privacy and unwillingness to provide information. This 
variable was calculated using the following formula: “I consider myself to be a private 
person” + “Requests from commercial web sites for information about myself are an 
invasion of privacy” – “Sharing information about myself with web sites is just part of 
life on the Internet” – “The convenience offered by the Internet outweighs any concerns 
about providing personal information”. This derived variable, “private person” was 
statistically compared with unwillingness to provide information.  
 
Table 8: 
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Chi-Square Test: Combined "Private Person" Variable
Compared to Combined "Unwillingness" Variable
182.638 169 .224
74
Pearson Chi-Square
N of Valid Cases
Value df
Asymp. Sig.
(2-sided)
 
 
As shown by the Asymptotic Significance of .224, these two variables are 
independent. A relationship does not exist between them.  
 Finally, the random sample was broken into several populations according to 
reported descriptive statistics. These populations, broken up by age, gender, and 
education, were analyzed. 
. 
Descriptive Statistics: Unwillingness to provide
Information to Web Site with No Privacy Policy
38 2.9539 .94414
23 3.3370 .58683
Under 35
Over 35
N Mean Std. Deviation
 
 
 
Descriptive Statistics: Unwillingness to Provide
Information to Web Site with Internal Privacy Policy
37 2.5338 .89784
23 3.1196 .77558
Under 35
Over 35
N Mean Std. Deviation
 
 
 
Descriptive Statistics: Unwillingness to Provide
Information to Site with Web Seal Validated Privacy Policy
40 2.4250 .89907
23 2.8804 .93197
Under 35
Over 35
N Mean Std. Deviation
 
Table 9: 
Table 10: 
Table 11: 
Table 12: 
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 These results show that the population over the age of 35 was consistently more 
unwilling to provide information to all web sites. In comparing the over- and under-35 
age groups on "No Privacy Policy," the t-test was significant (t=1.641, df=64.654, p < 
.10). The t-test was non-significant, however, when comparing over and under-35 age 
groups on Internal Company Privacy Policy (t=1.460, df=72.915, p > .10) as well as Web 
Validated Privacy Policies (t=1.181, df=75.312, p > .10). 
7.249 .009 1.641 74
1.641 64.654
.117 .733 1.460 73
1.460 72.915
.033 .856 1.182 76
1.181 75.312
Equal variances
assumed
Equal variances
not assumed
Equal variances
assumed
Equal variances
not assumed
Equal variances
assumed
Equal variances
not assumed
Unwillingness to
Provide Information
with No Privacy
Policy
Unwillingness to
Provide Information
with Internal
Company Privacy
Policy
Unwillingness to
Provide Information
with Web Seal
Validated Privacy
Policy
F Sig.
Levene's Test for
Equality of Variances
t df
t-test for Equality of
Means
 
 
  
 
 
Gender and unwillingness to provide information to each web site was calculated. 
The following graph (graph 4) shows these statistics: 
Table 13: T-tests for under 
and over 35 age groups 
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Graph 4: Gender and Unwillingness to Provide Data
0
0.5
1
1.5
2
2.5
3
3.5
No Privacy Policy  Internal Company Privacy
Policy
 Web Seal Validated Privacy
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 The unwillingness to provide data decreases slightly more in females from no 
privacy policy to internal company privacy policy to web validated privacy policy than in 
males. Males were most willing to provide information to a web site with an internal 
company privacy policy, while females were most likely to provide information to a web 
site validated by a third-party privacy seal. 
 Education and unwillingness was also measured. These results, however, did not 
show much of a trend (graph 5). 
Graph 5: Education and Unwillingness to Provide Information
0.00
0.50
1.00
1.50
2.00
2.50
3.00
3.50
U
n
w
ill
in
g
n
es
s
High School Education and Below
Vocational/Technical School
College or University
Advanced Degree
No Privacy 
Policy
Internal Company 
Privacy Policy
Web Seal Validated 
Privacy Policy
   
29 
This survey's results can be summarized as follows: Of 78 returned surveys, about 
half were male and half were female. All but two of the respondents reside in the United 
States.  
Descriptives like how often users read privacy policies, and whether or not users 
considered themselves "private" were recorded. Unwillingness to provide information 
was derived for each web site, and the Chi-square statistic was calculated in order to 
determine significance.  
Four new variables were created in order to determine the type of information 
people were most unwilling to provide. A “private person” variable was also derived in 
order to measure a relationship between self-reported value of privacy and unwillingness 
to provide information. Finally, the random sample was broken into several populations 
according to reported descriptive statistics. These populations were analyzed and 
significance was measured between age groups. 
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This study posed the following questions: Which type of privacy policy increases 
the willingness of users to share personal data to a commercial web site the most - a 
third-party-validated privacy seal, or an internal company privacy policy? Does the 
existence of a privacy policy significantly increase a user’s willingness to share personal 
types of information? What types of personal information are users more willing to 
share? 
According to the results of my study, a third party validated web seal increases 
the willingness of users to share personal data to a commercial web site the most. The 
existence of a privacy policy does significantly increase a user’s willingness to share 
information. 
The results indicate (table 8) that users are more willing to provide personal data 
(name, address, phone number and e-mail address) than any other type of information. 
Users were second most likely to provide a credit card number to a web site in order to 
complete a purchase.  
Many mentioned security being important during this transaction. Several 
respondents stated that they would not provide any type of information unless a secure 
product seal, like “Verisign” was present. One such user replied, “(I) will not give private 
information without some sort of security / privacy guarantee and know they’re using a 
security product like Verisign.”  
Numerous users confuse privacy with security. There is a common fallacy that 
"security" equates to "privacy". This is where the distinction between privacy and 
security must be discussed.  
Discussion 
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Privacy and security are two separate and distinct issues. As mentioned, privacy, 
in an informational context, concerns an individual right. Security is a process; it is the 
manner of assessing the threats and risks posed to information and taking the appropriate 
steps to protecting that information against unintended or unauthorized access, use, 
intrusion, or such other dangers as accidental loss or destruction.  
In between the two is confidentiality, the obligation of a custodian to protect the 
personal information with which it has been entrusted. This is what privacy policies 
attempt to address. All three, however, are important. 
Swire and Litan, in their book, None of Your Business, admit that greater security 
would likely increase consumer confidence and lead to an increase in business to 
consumer electronic commerce. They site such technological advances as cryptography 
and secure electronic transfer protocols as solutions to consumer security concerns.  They 
do not believe that regulated privacy policies are undoubtedly the correct answer for all 
consumer-to-business commerce.43   
One respondent to this survey stated, “Security is more important than privacy. 
Business this day means conglomerates collect data on you from any source possible. 
Unless you are a hermit, they will find you. It would be better if I could use digital 
signatures and encryption far more often.” Would added security increase consumer 
confidence more than displayed privacy policies? This is a question that possibly 
necessitates further study. 
Interestingly enough, my study’s findings show that users were less likely to 
provide salary information than medical information to a web site asking for that 
information (table 8). This result concurs with a 2000 survey conducted by Andersen 
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Consulting’s Institute for Strategic Change and the Owen School of Business at 
Vanderbilt University. 44 
A significant difference in willingness to provide information to a web site 
without a privacy policy was measured between over and under 35 age groups (table 13). 
It would be interesting to look into this significance further. In addition, one may want to 
complete a thorough investigation of motives that may cause younger people to be more 
likely to provide information to a web site without a privacy policy. 
I conclude that people are concerned about privacy policies (as shown in table 5 
by the response to the question, “I consider myself to be a private person.”). Many 
respondents, however, do not often read privacy policies (43.6% read online privacy 
policies “rarely” or “never”, table 4). A natural question that arises is, “Why not?” 
A few of the comments provided by these subjects seem to offer an answer. 
Several of the respondents claimed that they did not understand the privacy policy, “(I) 
couldn't understand their table.  It seemed they are collecting all that data and then selling 
it because it said ‘trading in personal data’.”   
One study, conducted by Harris Interactive in 200145, concluded that although a 
large majority of Americans feel that privacy policies are important, most people find 
them too long and complicated. The survey’s key findings include: 
· 77% of respondents favored a short, concise privacy policy  
· 70% of respondents agreed that companies "should use the same summary or 
checklist for their privacy policies" 
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· More than half of respondents identified six separate categories of information 
that they said were "very important" or "important" elements to be considered for 
a privacy policy  
· Only three percent of respondents reviewed online privacy notices carefully most 
of the time while nearly 64% did not read notices at all or have only glanced at 
them 
· Only 12 percent reported reviewing financial notices carefully 
· The top reasons cited for not reading privacy policies more carefully were a lack 
of time/interest and a high level of difficulty understanding the notices  
 
"That consumers care deeply about privacy matters is a given," stated David Klaus, 
executive director of the Privacy Leadership Initiative. "What is new here is that for the 
first time we have a survey which quantifies growing consumer frustration as they wade 
through lengthy privacy notices." 
"The first step to help consumers is development of short, clear privacy notices 
that consumers will read and trust," continued Klaus. "The next step is to educate 
consumers on what privacy statements mean and how they can come to rely on them with 
confidence. Educating consumers is the mission of PLI, and this study should serve as a 
wakeup call to businesses to take the next step and educate consumers on matters of 
personal privacy."46 
Consequently, another recommendation for further study, in addition to security 
research, would be to investigate the effects of shorter privacy policies on users’ 
34 
willingness to read web site privacy policies. Various methods of displaying this data 
could be explored. 
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Internal Company Privacy Policy 
Privacy Statement of Ultimate Health Products  
Statement N° 8425  
Providing Visitors with Anonymous Access  
You can access our Web site home page and browse our site without disclosing your 
personal data.  
The services and links of our Web site  
Our Web site does not enable our visitors to communicate with other visitors or to post 
information to be accessed by others.  
Our Web site does not include links to third party Web service providers.  
Automatic Collection of Information  
We do not use cookies on our Web site.  
We do not automatically log personal data nor do we link information automatically 
logged by other means with personal data about specific individuals.  
Data Collection and Purpose Specification  
We collect the personal data that you may volunteer while using our services.  
We do not collect information about our visitors from other sources, such as public 
records or bodies, or private organisations.  
To access the table of personal data collected and purposes for which they are used, 
please click here  
We do not collect or use personal data for any purpose other than that indicated in the 
table below.  
If we wish to use your personal data for a new purpose, we offer you the means to 
consent to this new purpose: 1-800-555-1212  
Children's Privacy  
We do not knowingly collect personal data from children.  
Appendix A 
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We take specific steps to protect the privacy of children by:  
· making reasonable efforts to ensure that a parent has authorised the collection of 
the child's personal data  
We do provide information about our personal data practices in relation to children on 
our home page and wherever we knowingly collect personnal data from children on our 
Web site.  
 
Disclosure and Visitor Choice  
 
We disclose our visitors' personal data to our subsidiaries or other organisations.  
Where we disclose your personal data for the same purposes as those indicated in the 
table below, we provide you with the means to opt-out of disclosure:  
· by calling this telephone number ( 1-800-555-1212 )  
Where we disclose your personal data for purposes which are different from those 
indicated in the table mentioned above, we offer you the opportunity to consent to 
disclosure:  
· by calling this telephone number ( 1-800-555-1212 )  
Confidentiality / Security  
 
We give you the option of using a secure transmission method to send us the following 
types of personal data:  
· identifiers (such as credit card details, Web site password)  
· specific personal data (such as racial or ethnic origin, religious beliefs, medical 
data)  
We have implemented security policies, rules and technical measures to protect the 
personal data that we have under our control from:  
· unauthorised access  
· improper use or disclosure  
· unauthorised modification  
· unlawful destruction or accidental loss  
All our employees and data processors, who have access to, and are associated with the 
processing of personal data, are obliged to respect the confidentiality of our visitors' 
personal data.  
We ensure that your personal data will not be disclosed to State institutions and 
authorities except if required by law or other regulation.  
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Access to the personal data we may hold about you  
 
You can ask us, by: whether we are keeping personal data about you. Upon request, 
which you can indicate by: We will provide you with a readable copy of the personal data 
which we keep about you, within a month. - although we may before require proof of 
your identity -. We will provide the information without any charge.  
We allow you to challenge the data that we hold about you and, where appropriate, you 
may have the data:  
· rectified or amended  
We reserve the right to refuse to provide our visitors with a copy of their personal data, 
but will give reasons for our refusal.  
We do, however, allow you to challenge our decision to refuse to provide you with a 
copy of your personal data.  
 
Privacy Compliance  
 
There are no national laws or self-regulatory schemes applicable to our web site or 
organisation.  
There are no global or regional regulatory or self- regulatory schemes applicable to our 
web site or organisation.  
We cannot demonstrate that our privacy policy accords with the privacy instrument.  
 
Privacy Support  
 
We do not provide our visitors with a contact point for privacy concerns or enquiries.  
We do not recommend another means by which visitors' concerns may be addressed. 
 
TABLE of personal data collected and purposes for which 
they are used 
Primary personal data/Business information 
x  volunteered by each visitor 
-  collected from public records or bodies 
-  collected from private organisations 
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Primary personal 
data  
Technical 
administration 
of the Web 
site 
Research 
&development 
Customer 
Administration Marketing 
Trading 
in 
personal 
data 
Name x x x x x 
Gender - - - - - 
Address x x x x x 
E-mail address x x x x x 
Phone/Fax number x x x x x 
other (describe) - - - - - 
 
 
Business 
Information  
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading 
in 
personal 
data 
Employer/ 
organisation - - - - - 
Job title - - - - - 
Address - - - - - 
E-mail address - - - - - 
Phone/ 
Fax number - - - - - 
other (describe) - - - - - 
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Other personal details and profiling data 
x  volunteered by each visitor 
-  collected from public records or bodies 
-  collected from private organisations 
 
 
 
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading 
in 
personal 
data 
Personal details  - - - - - 
Physical  
description - - - - - 
Family 
characteristics - - - - - 
Education  
and skills  - - - - - 
Life style or 
personal tastes  - - - - - 
Financial  
resources  x x x x x 
other (describe) - - - - - 
 
Identifiers  
x  volunteered by each visitor 
-  collected from public records or bodies 
-  collected from private organisations 
 
 
 
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading in 
personal 
data 
On-line 
identifiers - - - - - 
Financial 
identifiers x x x x x 
identifiers 
assigned by 
Public bodies 
- - - - - 
Biometrics 
identifiers - - - - - 
others      
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Specific Data 
x  volunteered by each visitor 
-  collected from public records or bodies 
-  collected from private organisations 
 
 
 
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading in 
personal data 
Racial or  
ethnic origin - - - - - 
Political 
opinions - - - - - 
Religious or 
philosophical 
beliefs 
- - - - - 
Trade union 
membership - - - - - 
Health/ 
Medical data x x x x x 
Sex life - - - - - 
Police/Justice 
data such as 
civil/criminal 
actions 
brought by or 
against  
the visitor 
- - - - - 
other  
(describe) - - - - - 
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Appendix A (cont.) 
Web Seal Validated Privacy Policy 
 
Privacy Statement of Ultimate Health Products  
Statement N° 8425  
Our Web site belongs to the Privacy Seal Program:  
 
 
TRUSTe is an independent, non-profit privacy initiative dedicated to building users' trust 
and confidence on the Internet and accelerating growth of the Internet industry. We've 
developed a third-party oversight "seal" program that alleviates users' concerns about 
online privacy, while meeting the specific business needs of each of our licensed Web 
sites.  
TRUSTe's Privacy Seal: When you see the TRUSTe seal, you can be assured that you 
have full control over the uses of your personal information to protect your privacy. If 
you believe your privacy has been violated, contact us for help. 
Providing Visitors with Anonymous Access  
You can access our Web site home page and browse our site without disclosing your 
personal data.  
The services and links of our Web site  
Our Web site does not enable our visitors to communicate with other visitors or to post 
information to be accessed by others.  
Our Web site does not include links to third party Web service providers.  
Automatic Collection of Information  
We do not use cookies on our Web site.  
We do not automatically log personal data nor do we link information automatically 
logged by other means with personal data about specific individuals.  
Data Collection and Purpose Specification  
We collect the personal data that you may volunteer while using our services.  
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We do not collect information about our visitors from other sources, such as public 
records or bodies, or private organisations.  
To access the table of personal data collected and purposes for which they are used, 
please click here  
We do not collect or use personal data for any purpose other than that indicated in the 
table below.  
If we wish to use your personal data for a new purpose, we offer you the means to 
consent to this new purpose: 1-800-555-1212  
Children's Privacy  
We do not knowingly collect personal data from children.  
We take specific steps to protect the privacy of children by:  
· making reasonable efforts to ensure that a parent has authorised the collection of 
the child's personal data  
We do provide information about our personal data practices in relation to children on 
our home page and wherever we knowingly collect personnal data from children on our 
Web site.  
 
Disclosure and Visitor Choice  
 
We disclose our visitors' personal data to our subsidiaries or other organisations.  
Where we disclose your personal data for the same purposes as those indicated in the 
table below, we provide you with the means to opt-out of disclosure:  
· by calling this telephone number ( 1-800-555-1212 )  
Where we disclose your personal data for purposes which are different from those 
indicated in the table mentioned above, we offer you the opportunity to consent to 
disclosure:  
· by calling this telephone number ( 1-800-555-1212 )  
Confidentiality / Security  
 
We give you the option of using a secure transmission method to send us the following 
types of personal data:  
· identifiers (such as credit card details, Web site password)  
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· specific personal data (such as racial or ethnic origin, religious beliefs, medical 
data)  
We have implemented security policies, rules and technical measures to protect the 
personal data that we have under our control from:  
· unauthorised access  
· improper use or disclosure  
· unauthorised modification  
· unlawful destruction or accidental loss  
All our employees and data processors, who have access to, and are associated with the 
processing of personal data, are obliged to respect the confidentiality of our visitors' 
personal data.  
We ensure that your personal data will not be disclosed to State institutions and 
authorities except if required by law or other regulation.  
 
Access to the personal data we may hold about you  
 
You can ask us, by: whether we are keeping personal data about you. Upon request, 
which you can indicate by: We will provide you with a readable copy of the personal data 
which we keep about you, within a month. - although we may before require proof of 
your identity -. We will provide the information without any charge.  
We allow you to challenge the data that we hold about you and, where appropriate, you 
may have the data:  
· rectified or amended  
We reserve the right to refuse to provide our visitors with a copy of their personal data, 
but will give reasons for our refusal.  
We do, however, allow you to challenge our decision to refuse to provide you with a 
copy of your personal data.  
 
Privacy Compliance  
 
There are no national laws or self-regulatory schemes applicable to our web site or 
organisation.  
Our organization is a member of the TRUSTe web seal program.   
 
Privacy Support  
 
We do not provide our visitors with a contact point for privacy concerns or enquiries.  
We do not recommend another means by which visitors' concerns may be addressed.  
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TABLE of personal data collected and purposes for which 
they are used  
Primary personal data/Business information  
x  volunteered by each visitor  
-  collected from public records or bodies  
-  collected from private organisations  
 
Primary 
personal 
data  
Technical 
administration 
of the Web 
site 
Research 
&development 
Customer 
Administration Marketing 
Trading in 
personal data 
Name x x x x x 
Gender - - - - - 
Address x x x x x 
E-mail 
address x x x x x 
Phone/ 
Fax 
number 
x x x x x 
other 
(describe) - - - - - 
 
 
Business 
Information  
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading 
in 
personal 
data 
Employer/ 
organisation - - - - - 
Job title - - - - - 
Address - - - - - 
E-mail address - - - - - 
Phone/ 
Fax number - - - - - 
other (describe) - - - - - 
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Other personal details and profiling data  
x  volunteered by each visitor  
-  collected from public records or bodies  
-  collected from private organisations  
 
 
 
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading in 
personal 
data 
Personal  
details  - - - - - 
Physical 
description - - - - - 
Family 
characteristics - - - - - 
Education  
and skills  - - - - - 
Life style or 
personal tastes  - - - - - 
Financial 
resources  x x x x x  
Identifiers  
x  volunteered by each visitor  
-  collected from public records or bodies  
-  collected from private organisations  
 
 
 
Technical 
administration 
of the Web 
site 
Research & 
development 
Customer 
Administration Marketing 
Trading in 
personal data 
On-line 
identifiers - - - - - 
Financial 
identifiers x x x x x 
identifiers 
assigned by 
Public bodies 
- - - - - 
Biometrics 
identifiers - - - - -  
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Specific Data  
x  volunteered by each visitor  
-  collected from public records or bodies  
-  collected from private organisations  
 
 
 
Technical 
administration 
of the Web 
site  
Research & 
development 
Customer 
Administration 
Marketing 
Trading in 
personal data  
Racial or  
ethnic origin - - - - - 
Political 
opinions - - - - - 
Religious or 
philosophical 
beliefs 
- - - - - 
Trade union 
membership - - - - - 
Health/ 
Medical data x x x x x 
Sex life - - - - - 
Police/Justice 
data such as 
civil/criminal 
actions brought 
by or against  
the visitor 
- - - - - 
other  
(describe) - - - - - 
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This survey was identical for each of the three web sites. 
First Survey 
 
Please indicate how strongly you agree or disagree with the following statements:  
 
I would provide my legal name, address, phone number and e-mail address to this web 
site. 
 
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
I would provide my credit card number to this web site. 
 
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
I would provide my financ ial information (annual salary) to this web site. 
 
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
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I would provide my medical information to this web site. 
 
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
Please provide the second letter of your middle name. 
(This information is used for data correlation purposes only.) 
 
A  
Additional Comments:  
            
      
 
Submit Start over
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Appendix B (cont.) 
This survey was presented after the viewing of the three web sites. 
Final Survey 
Please indicate how often you go online to purchase books, music, clothing, etc.  
At least once a day 
Once a week 
Once a month 
Less than once a month 
Never 
Please indicate how strongly you agree or disagree with the following statements: 
I consider myself to be a private person.  
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
Requests from commercial web sites for information about myself are an invasion of 
privacy.  
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
Sharing information about myself with web sites is just part of life on the Internet.  
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
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The convenience offered by the Internet outweighs any concerns about providing 
personal information.  
Strongly Agree 
Agree 
Neutral 
Disagree 
Strongly Disagree 
 
When using the Internet, how often do you read Internet Web site privacy policies?  
Always 
Frequently 
Sometimes 
Rarely 
Never 
 
In the past 12 months , how many times have you purchased something on the 
Internet?  
Zero 
1 or 2 
3 to 6 
7 to 11 
12 to 24 
More than 24 
 
The next questions are for classification purposes only. 
 
In which year did you first begin using commercial online services?  
2002 
2001 
2000 
1999 
1998 
1997 
1996 
1995 or earlier  
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What is the highest level of education you have completed or the highest degree you have 
received?  
Grade School 
High School 
Vocational/Technical School 
College or University 
Advanced Degree 
 
Which group best describes your age?  
18 to 24 
25 to 34 
35 to 44 
45 to 54 
55 to 64 
65 or older 
 
Are you male or female?  
Male 
Female 
 
Where do you reside?  
United States 
Canada 
Central or South America" 
European Union 
Other European Country 
Middle East 
Asia 
Africa 
Australia or New Zealand 
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Please provide the second letter of your middle name. 
(This information is used for data correlation purposes only.) 
 
A  
Additional Comments: 
 
Submit Start over
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Recruitment E-mail: 
My name is Tammy Allgood. I am a master's student in the School of Information and 
Library Science at the University of North Carolina at Chapel Hill. I am writing you 
today to invite you to take part in an important research study.  
The study deals with the issue of privacy. Your completion of a questionnaire will not 
only benefit my research but will add to our understanding of Internet users. The 
questionnaire should take you about 15 minutes to complete.  
If you are willing to participate, please go to 
http://www.unc.edu/~allgood/paper/begin.html. There, you will be given further 
instructions. You can take this survey from any computer with Internet access and a web 
browser capable of displaying frames. 
  
Thank You, 
Tammy Allgood 
M.I.S. Graduate Student 
School of Information and Library Science 
University of North Carolina, Chapel Hill 
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Appendix C (cont.) 
Cover Letter: 
Thank you for your participation! 
You will be taken to three similar web sites. These web sites were created solely for this 
survey. The company is fictional, and the only link that is operational is the "Privacy 
Policy" link. One of the web sites will not have a privacy policy link. The web sites are 
all similar in layout and content. The existence or type of privacy policy, however, will 
vary. Please do not take variations of color into consideration when answering the survey 
questions.  
 
Each web site will be divided into three frames. The top frame will contain instructions. 
The right frame will be the fictional web site, and inside the left frame will be a set of 
survey questions. Please take a look at the web site before you answer the survey 
questions on your left. After you have answered the survey questions, simply select 
"submit" in the survey window and take the link to the next web site.  
 
As mentioned, there are a total of three web sites, and you will be asked 5 questions for 
each site. After the third round of questions, you will be asked 13 additional classification 
questions. I assure you that the entire survey should only take about 15 minutes.  
 
The following web sites use frames. Not all browsers currently support frames. In order 
to display frames, the browser must be Netscape Navigator version 2.0 or greater or 
Microsoft Internet Explorer version 3.0 or greater. In order to download a more current 
browser, please utilize the following links: Netscape Navigator , Microsoft Internet 
Explorer. Also, please maximize your browser.  
 
The following links will take you to the first web site. Thank you.  
 
If your first name starts with A - H, please click here 
 
 
If your first name starts with I - P, please click here 
 
 
If your first name starts with Q - Z, please click here 
 
Please do not take this survey more than once, as this will skew the results.   
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Screen Shot of First Web Site: 
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Screen Shot of Second Web Site: 
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Screen Shot of Third Web Site: 
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Frequencies: 
Are you male or female?
41 52.6 52.6 52.6
37 47.4 47.4 100.0
78 100.0 100.0
male
female
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Where do you reside?
76 97.4 97.4 97.4
2 2.6 2.6 100.0
78 100.0 100.0
United States
European Union
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Which group best describes your age?
8 10.3 10.3 10.3
32 41.0 41.0 51.3
15 19.2 19.2 70.5
17 21.8 21.8 92.3
6 7.7 7.7 100.0
78 100.0 100.0
18 to 24
25 to 34
35 to 44
45 to 54
55 to 64
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
What is the highest level of education you have completed or the highest degree you
have received?
10 12.8 12.8 12.8
4 5.1 5.1 17.9
38 48.7 48.7 66.7
26 33.3 33.3 100.0
78 100.0 100.0
High School
Vocational/Technical
School
College or University
Advanced Degree
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
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In which year did you first begin using commercial online services?
6 7.7 7.7 7.7
13 16.7 16.7 24.4
13 16.7 16.7 41.0
6 7.7 7.7 48.7
14 17.9 17.9 66.7
6 7.7 7.7 74.4
20 25.6 25.6 100.0
78 100.0 100.0
2001
2000
1999
1998
1997
1996
1995 or earlier
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
In the past 12 months, how many times have you purchased something on the
Internet?
3 3.8 3.8 3.8
11 14.1 14.1 17.9
23 29.5 29.5 47.4
15 19.2 19.2 66.7
16 20.5 20.5 87.2
10 12.8 12.8 100.0
78 100.0 100.0
Zero
1 or 2
3 to 6
7 to 11
12 to 24
More than 24
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
When using the Internet, how often do you read Internet Web site privacy
policies?
6 7.7 7.7 7.7
15 19.2 19.2 26.9
23 29.5 29.5 56.4
25 32.1 32.1 88.5
9 11.5 11.5 100.0
78 100.0 100.0
Always
Frequently
Sometimes
Rarely
Never
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
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The convenience offered by the Internet outweighs any concerns about providing
personal information.
2 2.6 2.6 2.6
10 12.8 12.8 15.4
14 17.9 17.9 33.3
41 52.6 52.6 85.9
11 14.1 14.1 100.0
78 100.0 100.0
Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Sharing information about myself with web sites is just part of life on the Internet.
2 2.6 2.6 2.6
21 26.9 26.9 29.5
22 28.2 28.2 57.7
24 30.8 30.8 88.5
8 10.3 10.3 98.7
1 1.3 1.3 100.0
78 100.0 100.0
Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree
no response
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Requests from commercial web sites for information about myself are an invasion
of privacy.
19 24.4 24.4 24.4
30 38.5 38.5 62.8
20 25.6 25.6 88.5
8 10.3 10.3 98.7
1 1.3 1.3 100.0
78 100.0 100.0
Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
I consider myself to be a private person.
19 24.4 24.4 24.4
46 59.0 59.0 83.3
11 14.1 14.1 97.4
2 2.6 2.6 100.0
78 100.0 100.0
Strongly Agree
Agree
Neutral
Disagree
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
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Please indicate how often you go online to purchase books, music, clothing, etc.
3 3.8 3.8 3.8
13 16.7 16.7 20.5
29 37.2 37.2 57.7
28 35.9 35.9 93.6
4 5.1 5.1 98.7
1 1.3 1.3 100.0
78 100.0 100.0
At least once a day
Once a week
Once a month
Less than once a month
Never
no response
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
Please indicate how often you go online to purchase books, music, clothing, etc.
3 3.8 3.8 3.8
13 16.7 16.7 20.5
29 37.2 37.2 57.7
28 35.9 35.9 93.6
4 5.1 5.1 98.7
1 1.3 1.3 100.0
78 100.0 100.0
At least once a day
Once a week
Once a month
Less than once a month
Never
no response
Total
Valid
Frequency Percent Valid Percent
Cumulative
Percent
 
 
 
 
 
 
 
 
 
 
 
